Doélo na pravni oddéleni CZU dne:

SMLOUVA NA POSKYTOVANI ICT SLUZEB ;o 1508 207
3

i

»Centralni zalohovani a archivace v rezimu Backup as a Service (BaaS)“

(dale jen ,,Smlouva“)

I
Smluvni strany

1.1. Objednatel:  Ceska zemédélska univerzita v Praze
Sidlo: Kamycka 129, 165 00 Praha — Suchdol
Zastoupeny:  Ing. Janou Vohralikovou, kvestorkou
bank. spojeni: Ceska spofitelna, a.s.
Cislo. Gétu: 500022222/0800
ICO: 60460709
DIC: CZ60460709
(dale jen , Objednatel”) na strané jedné

1.2. Poskytovatel: DataSpring s.r.o.
Sidlo: K Zizkovu 851/4, 190 00 Praha 9 - Vysocany
Zastoupeny:  Martin Chladek a Marie Tomanova, jednatelé
bank. spojeni: UniCredit Bank Czech Republic and Slovakia, a.s.

¢islo uctu: 2108823876/2700
ICO: 28808681
DIC: CZ28808681

zapsany v OR vedeném Méstskym soudem v Praze, v oddilu C, vloZce 233658
(dale jen ,Poskytovatel”) na strané druhé

(spolec¢né dale také jako ,, smluvni strany*)

uzaviraji v souladu s § 1746 odst. 2 zakona ¢. 89/2012 Sh., obc¢ansky zakonik, ve znéni pozdéjsich
predpisd (dale jen ,,ob¢ansky zakonik”), tuto smlouvu:

1. UVODNI USTANOVENI

Poskytovatel potvrzuje, Ze se v pIném rozsahu seznamil s rozsahem a povahou sluzeb a dalSich
plnéni, které bude plnit na zakladé této Smlouvy, Ze jsou mu zndmy jejich veskeré technické,
kvalitativni a jiné podminky a Ze disponuje takovymi kapacitami a odbornymi znalostmi, které
jsou k pInéni pfedmétu dle této Smlouvy nezbytné.

2. PREDMET SMLOUVY

2.1.Pfedmétem Smlouvy je zdvazek Poskytovatele poskytovat Objednateli sluzby provozu
zalohovani a archivace dat ICT infrastruktury a vybranych aplikaci (dale jen ,,Sluzby”).

2.2.Sluzby podle této Smlouvy se cleni na Sluzby poskytované kontinudiné (déle také jen
,Kontinualni Sluzby“) a Sluzbu implementace poskytnutou jednorazové (dale téz oznacené
jako ,Jednorazové Sluzby“ nebo , Implementace”).

2.3.Kontinualni sluzby (mésicni pausal)




Centrdlni zdlohovani a archivace v rezimu Backup as a Service (BaaS) - Podrobna
specifikace a pozadavky na plnéni této smlouvy jsou uvedeny v pfiloze ¢. 1 Smlouvy.

2.4.Jednorazové sluzby (implementace)

e Nasledujici ¢innosti implementace provede Poskytovatel pfed zahajenim realizace
Kontinualnich sluzeb. Sluzby budou provedeny do 10 pracovnich dni od podpisu
Smlouvy.

e Implementace celého prostfedi zalohovani HW+SW.

e Konfigurace a nastaveni zalohovaciho prostredi dle pozadavk( Objednatele.

e Proskoleni administratorG zdlohovaciho prostiedi, max. 4 pracovniky Objednatele.

2.5.Sluzby jsou dale specifikovany v pfiloze €. 1 této Smlouvy, ktera je jeji nedilnou soucasti.

2.6.Poskytovatel se zavazuje realizovat cinnosti pravidelné technické podpory minimainé
v rozsahu poctu hodin uvedeném v pfiloze €. 2 této Smlouvy.

2.7.Poskytovatel se zavazuje realizovat predmét této Smlouvy specialisty, prostrednictvim
kterych prokazoval kvalifikaci dle § 79 odst. 2 pism. c) zékona ¢. 134/2016 Sbh., o zadavani
verejnych zakazek, ve znéni pozdéjsich predpist (dale jen ,zdkon“), ve verejné zakdzce, jez
pfedchazela uzavieni této Smlouvy, a to konkrétné:

specialista architekt reseni: Jifi Glumbik

IT specialista — zalohovaci systémy: Petr Hanzlik

IT specialista — zalohovaci systémy: Vladan Lipka

IT specialista — zalohovaci systémy: Tomas Seminsky

Jiné osoby se na realizaci pfedmétu této Smlouvy mohou podilet pouze s predchozim
pisemnym souhlasem Objednatele.

2.8.0bjednatel se zavazuje zaplatit Poskytovateli cenu za fadné a vcas poskytnuté Sluzby
dohodnutou dale v této Smlouvé.

2.9.Pro zafizeni a systémy, které Sluzba zahrnuje, plati, Ze soucasti poskytovani Sluzeb podle této
Smlouvy neni zajisténi technické podpory zafizeni a systémd, standardné doddvanych
vyrobcem zafizeni nebo systému, prodlouZzeni zaruky u vyrobce zafizeni a systém{, placeni
technické podpory vyrobclm software, zafizeni a systémi, které jsou v majetku
Objednatele.

2.10. Soucasti poskytovani Sluzeb podle této Smlouvy nejsou migrace Ci instalace novych
verzi systém v majetku Objednatele.

2.11. Soucasti poskytovani Sluzeb podle této Smlouvy neni doddvka (prodej) HW ani SW
vybaveni.

3. ZPUSOB POSKYTOVANI SLUZEB

3.1.Sluzby vymezené v bodé 2.1 této Smlouvy, budou poskytovany ode dne nabyti G¢innosti této
Smlouvy, tak jak je v této Smlouvé uvedeno.

3.2.Zahdjenim Kontinudlni Sluzby se rozumi okamzZik protokoldarniho predani dokoncené
Jednorazové Sluzby (implementace) Poskytovateli. Protokol o pfedani implementace musi
byt podepsdn zastupcem Objednatele a Poskytovatele. Ode dne podpisu protokolu o
predani Jednorazové sluzby je dana Kontinudlni Sluzba poskytovana Poskytovatelem az do
konce ucinnosti této Smlouvy.

3.3.Pfechodné obdobi, v déice trvani 1 mésic, je ochrannd lhdta uréena k Uplnému predani a
prevzeti Sluzby. Ukoncovaci obdobi je ochranna Ihlta, v délce trvani 3 mésicli, uréend
k pfredani SluZzeb na nového poskytovatele nebo zpét na Objednatele. Smluvni strany se




zavazuji poskytnout v této souvislosti patfi¢nou soucinnost.

3.4.Jednorazové Sluzby budou poskytnuty vrozsahu dle bodu 2.1 Smlouvy dle konkrétnich
pozadavkll a v terminu predanym Objednatelem Poskytovateli pisemné nebo elektronickou
formou.

3.5.Jednim ¢lovékodnem se pro Ucely poskytovani Jednordzovych Sluzeb rozumi osm (8) hodin
prace jednoho pracovnika Poskytovatele u Objednatele, vcetné vSech ptipadnych
souvisejicich nakladd na dopravu, stravovani, ubytovani apod.

3.6.Poskytovatel je povinen potvrdit pfijeti pozadavku nejpozdéji do jednoho (1) pracovniho dne
ode dne jeho pfijeti. Pokud Poskytovatel pfijeti poZzadavku nepotvrdi, ma se zato, Ze po
uplynuti 24 hodin od odeslani pozadavku Objednatelem bylo jeho pfijeti Poskytovatelem
potvrzeno. Potvrzenim se stdvad pozadavek pro Poskytovatele zavaznym a Poskytovatel je
povinen poskytnout sluZbu v rozsahu, zplsobem a v terminech stanovenych v pozadavku, za
cenu v pozadavku urcenou.

3.7.0 dokonceni realizace pozadavku bude vyhotoven zapis, ktery bude podepsan opravnanymi
osobami obou stran. Zapis o dokonceni realizace pozadavku je podkladem pro vyhotoveni
vykazu poskytovanych sluzeb (déle jen ,Vykaz poskytovanych sluzeb”).

3.8.Poskytovatel je povinen upozornit Objednatele na pfipadna rizika spojena s realizaci
pozadavku. Pokud by pInéni Objednatelem poZadovanych SluZzeb vedlo ke zhorSeni vykonu
ICT infrastruktury Objednatele ¢i vzniku poruch a Skod, je Poskytovatel povinen na tuto
skute¢nost Objednatele pfedem upozornit. Pokud Objednatel i pfes upozornéni
Poskytovatele provedené dle tohoto c¢lanku Smlouvy trvd na plnéni stanoveném
v pozadavku, Poskytovatel neodpovida za Skody vzniklé pInénim Sluzeb dle takovéhoto
poZadavku, ledaze prekrocil pokyny vydané Objednatelem.

3.9.Veskeré vady zjisténé v pribéhu nebo po realizaci pozadavku je Objednatel povinen
oznamovat Poskytovateli. V pfipadé, Ze v priibéhu realizace poZzadavku nebo po dokonceni
jeho realizace Objednatel zjisti dvé a vice vad ICT infrastruktury Objednatele zplsobenych
provadénim pozadavku, je opravnén plnéni dle poZadavku jednostranné ukondit.
Poskytovatel je povinen opravit zjisténé vady a informovat Objednatele o mozZnosti
pokracovani v poskytovani Sluzeb dle zadaného poZadavku.

3.10. Poskytovatel se zavazuje spolupracovat s tretimi stranami, poskytujicimi sluzby
v podpore a spravé HW a SW, tykajici se infrastruktury ICT Objednatele a poskytované
Sluzby.

TERMIN A MiSTO PLNENI

4.1.Poskytovatel je povinen zajistit, aby Kontinudlni Sluzby byly v plném rozsahu poskytovany
nejpozdéji do 15 dnli ode dne ucinnosti této Smlouvy.

4.2.Mistem plnéni jsou uréené prostory Objednatele a sidlo Poskytovatele, a to dle
poskytovanych Sluzeb a potieby Objednatele.

CENA A PLATEBNi PODMINKY

5.1.Cena jednotlivych Sluzeb je stanovena jako mésicni pausal pro Kontinudlni Sluzby a jako cena
za poskytnuti Jednordzové Sluzby.

5.1.1. Celkova mési¢ni cena za Kontinualni sluzby je stanovena v pfiloze ¢. 2 Smlouvy na
Castku 159 275,- K¢ bez DPH.

5.1.2. Celkova jednordzova cena za implementaci je stanovena v pfiloze ¢. 2 Smlouvy na
¢astku 0,- K¢ bez DPH.

5.2.Cena za Kontinualni sluzby dle této Smlouvy bude Objednatelem hrazena na zakladé faktury -
daniového dokladu — mési¢né za predchozi kalendarni mésic.




6.

5.3.V pfipadé, Ze Kontinudlni Sluzby byly poskytovany pouze ¢éast kalendarniho mésice, bude za
prislusny kalendarni mésic uhrazena pouze pomérna ¢ast pausalni ceny za mésic.

5.4.Poskytovatel je oprdvnén vystavit fakturu na Jednorazovou Sluzbu (implementaci) teprve
tehdy, bude-li pozadavek, ktery byl predmétem poskytovanych Jednordzovych sluzeb, zcela
naplnén (tj. bude potvrzeno dokonceni realizace pozadavku dle ¢l. 3.7 této Smlouvy).

5.5.K cendm bude uc¢tovana DPH dle platnych pravnich predpisQ.

5.6.Faktura (danovy doklad) musi mit naleZitosti zejména dle zakona ¢. 235/2004 Sb., o dani z
pfidané hodnoty, ve znéni pozdéjSich predpisti. V pripadé, Ze danovy doklad nebude mit
pozadované nalezitosti, je Objednatel opravnén jej ve Ih(té splatnosti vratit Poskytovateli a
pozadovat vystaveni nového dariového dokladu i zalohové faktury. V takovém pfipadé neni
Objednatel v prodleni s platbou ceny za provedené Sluzby. Poskytovatel je povinen vystavit
novy dafiovy doklad s novou Ihiitou splatnosti, ktera nesmi byt krat$i nez pavodni Ihita
splatnosti.

5.7 Fakturu je Poskytovatel povinen dorutit na adresu: Ceska zemédélska univerzita
v Praze, Ekonomické oddéleni, Kamycka 129, 165 00 Praha — Suchdol nebo elektronicky na
adresu faktury oikt@czu.cz. Jiné doruceni nebude povazovano za fradné s tim, Ze
Objednateli nevznikne povinnost fakturu doruc¢enou jinym zplsobem uhradit.

5.8.Splatnost veskerych faktur - darfiovych doklad, vystavenych na zakladé této Smlouvy ¢ini 30
dnl ode dne doruceni radné vystavené faktury Objednateli.

5.10. Dnem Uhrady fakturované ¢astky se pro ucely této smlouvy rozumi den, kdy je tato Castka
odepsana z bankovniho Uc¢tu Objednatele ve prospéch bankovniho U¢tu Poskytovatele.
Uhrada jednotlivych faktur bude provedena na bankovni u&et Poskytovatele zvefejnény
spravcem dané podle § 98 zdkona ¢. 235/2004 Sb., o dani z pfidané hodnoty, ve znéni
pozdéjSich predpisi, a to i v pfipadé, Ze na fakture bude uveden jiny bankovni ucet. Pokud
Poskytovatel nebude mit bankovni Uéet zvefejnény podle § 98 zakona ¢. 235/2004 Sb.,
o dani z pfidané hodnoty, ve znéni pozdéjsich predpist, spravcem dané, provede Objednatel
Uhradu na bankovni Ucet aZ po jeho zverejnéni spravcem dané, aniz by byl v prodleni
s Uhradou. Zverejnéni bankovniho Gétu spravcem dané oznami Poskytovatel bezodkladné

Objednateli.

5.11. Objednatel je opravnén od této smlouvy odstoupit v pfipade, Ze se Poskytovatel stane
nespolehlivym platcem DPH dle zakona ¢. 235/2004 Sh., o dani z pfidané hodnoty, ve znéni
pozdéjsich predpisu.

PRAVA A POVINNOSTI SMLUVNICH STRAN

6.1.Smluvni strany se zavazuji informovat bez zbyte¢ného odkladu druhou smluvni stranu
o veskerych skute¢nostech, které jsou vyznamné pro pInéni zavazk( smluvnich stran.

6.2.Poskytovatel je povinen realizovat pfedmét této Smlouvy radné, peclivé a v souladu s obecné
zdvaznymi pravnimi predpisy.

6.3.Poskytovatel je povinen dodrZovat veskeré interni predpisy Objednatele, se kterymi byl
sezndmen, coZ potvrzuje podpisem této Smlouvy. Poskytovatel je povinen zajistit, aby
vsechny osoby podilejici se na poskytovéni Sluzeb dle této Smlouvy tyto predpisy
dodrZovaly.

6.4.Poskytovatel je povinen neprodlené oznamit pissmnou formou Objednateli prekazky, které
mu brani v poskytovani Sluzeb a vykonu dalSich ¢innosti souvisejicich s plnénim prfedmétu
Smlouvy. Poskytovatel je povinen upozorriovat Objednatele vcas na vSechny hrozici vady Ci
hrozici vypadky poskytovanych SluZeb.

6.5.Poskytovatel je povinen upozorriovat Objednatele na pripadnou nevhodnost pokyni




Objednatele.

6.6.Poskytovatel odpovidd za bezpecnost svych pracovnikl a ostatnich osob, jejichz

prostrednictvim zajistuje realizaci pfedmétu této Smlouvy. Pfed zahdjenim ¢innosti budou
vSichni pracovnici proSkoleni o dodrZovani bezpecnosti prace odpovidajici mistnim
bezpecnostnim pravidliim, a to v soucinnosti s odbornym specialistou Objednatele.

6.7.Poskytovatel se zavazuje, Ze poskytovani Sluzeb neomezi soucasny provoz Objednatele a

neohrozi Zadnym zplsobem bezpecnost v prostorach Objednatele.

6.8.0bjednatel se touto Smlouvou zavazuje poskytnout Poskytovateli veSkerou soucinnost

nezbytnou pro poskytovani Sluzeb.

6.9.0bjednatel je opravnén kontrolovat pribézné kvalitu poskytovanych Sluzeb a pisemné

Poskytovatele upozornovat na zjiSténé nedostatky.
EVIDENCE POSKYTOVANYCH SLUZEB

Poskytovatel je zodpovédny za automatické vytvareni denniho a mési¢nich reportu o stavu
zdlohovadni a o vSech Poskytovatelem provedenych zméndch. Detailni statistiky o veskerych
Cinnostech provedenych na systému Objednatele Ize monitorovat na intranetovych strankach
dodavatele.

Adresa pro statistiky: https://central.storageone.cz/storageone/CZU_provozni.nsf/.

UZivatelské jméno a heslo bude zaslano kontaktni osobé Objednatele po podpisu smlouvy.

SMLUVNI POKUTY

8.1.V pfipadé prodleni Objednatele s placenim dariového dokladu ve sjednané lhaté splatnosti je

Poskytovatel opravnén uctovat Objednateli Urok z prodleni ve vysi 0,05 % z dluzné ¢éstky za
kazdy i zapocaty den prodleni.

8.2.V pripadé prodleni Poskytovatele s poskytovanim Sluzeb, které jsou predmétem této smlouvy

je Objednavatel opravnén uctovat Poskytovateli smluvni pokutu ve vysi 0,5 % z dilci ¢astky
odpovidajici neposkytnuté Sluzbé za kazdy i zapocaty den prodleni.

OCHRANA DUVERNYCH INFORMACI

9.1.Smluvni strany jsou si védomy toho, Ze v ramci plnéni Smlouvy:

e si mohou vzdjemné Umysiné nebo i opominutim poskytnout informace, které budou
povazovany za ddvérné (déle jen , divérné informace”),

e mohou jejich zaméstnanci nebo tfeti osoby ziskat védomou cinnosti druhé Smluvni
strany nebo i jejim opominutim ¢i jinak pfistup k davérnym informacim druhé Smluvni
strany.

9.2.Pfeddvajici strana zlstava vyluénym nositelem prav kveskerym divérnym informacim

a pfijimajici strana vyvine pro zachovani jejich ddvérnosti a pro jejich ochranu stejné Usili,
jako by se jednalo o jeji vlastni divérné informace, zejména bude o nich zachovavat
micenlivost a zajisti, aby je ve stejném rozsahu zachovavaly i jiné osoby, kterym je poskytne
v souladu stouto Smlouvou. S vyjimkou plnéni této Smlouvy se obé strany zavazuji
neduplikovat zadnym zplsobem dlvérné informace druhé strany, nepredat je treti strané
ani svym vlastnim zaméstnancm a zastupclim s vyjimkou téch, ktefi s nimi potrebuji byt
seznameni, aby mohl byt pfedmét této Smlouvy fadné splnén. V pfipadé plnéni této
Smlouvy se smluvni strany zavazuji Cinit tak vidy jen v nezbytné nutném rozsahu. Obé
smluvni strany se zaroven zavazuji nepouZit divérné informace druhé strany jinak nez za
ucelem plnéni Smlouvy.

9.3.Nedohodnou-li se smluvni strany vyslovné jinak, povazuji se za dlivérné implicitné vsechny




10.

informace, které jsou a nebo by mohly byt soudasti obchodniho tajemstvi, tj. napfiklad ale
nejenom popisy nebo ¢asti popist technologickych procest a vzorcl, technickych vzorci
a technického know-how, informace o provoznich metodach, procedurach a pracovnich
postupech, obchodni nebo marketingové plany, koncepce a strategie nebo jejich Casti,
nabidky, kontrakty, smlouvy, dohody nebo jind ujednani s tfetimi stranami, informace
o vysledcich hospodaieni, o vztazich s obchodnimi partnery, o pracovnépravnich otazkach a
véechny dalsi informace, jejichz zvefejnéni pfijimajici stranou by preddvajici strané mohlo
zpGsobit $kodu, nebo jejichz zvefejnéni predavajici strana vyslovné zakazala.

9.4.Poskytovatel se zavazuje dodrzovat postupy zasad ochrany osobnich udaji a listovnich
tajemstvi, ve smyslu zakona &. 101/2000 Sb., o ochrané osobnich Udajd, ve znéni pozdéjsich
predpis.

9.5.Pokud jsou dvérné informace poskytovany v pisemné podobé anebo ve formé textovych
soubord na pocitacovych médiich, je pfedavajici strana povinna upozornit pfijimajici stranu
na davérnost takového materialu jejim vyznacenim alespon na titulni strance.

9.56.Bez ohledu na vyse uvedena ustanoveni se za dGvérné nepovazuji informace, Ktere.

s se staly vefejné zndmymi, aniz by to zavinila zamérné ¢i opominutim pfijimajici strana,

e méla pfijimajici strana legalné k dispozici pfed uzavienim Smlouvy, pokud takové
informace nebyly pfedmétem jiné, dfive mezi smluvnimi stranami uzaviené smlouvy o
ochrané informaci, nebo pokud nejsou chranény ze zakona,

e jsou vysledkem postupu, pfi kterém k nim pfijimajici strana dospéje nezavisle a je to
schopna dolozit svymi zaznamy nebo divérnymi informacemi tfeti strany,

e po podpisu Smlouvy poskytne pfijimajici strané tieti osoba, jeZ takové informace pfitom
neziska pfimo ani nepfimo od strany, jez je nositelem prav k témto informacim.

9.7.V pfipadé vzniku mimoiadné udalosti, havarie, Skody na majetku, zdravi osob apod., bude ve
vztahu k informovani vefejnosti a k médiim vystupovat vidy Objednatel. Poskytovatel neni
opravnén sdélovat zastupcim meédii a vefejnosti jakékoli informace, tykajici se udalosti
uvedenych v pfedchozi vété.

9.8.Ustanoveni tohoto ¢lanku neni dotéeno ukonéenim této Smlouvy z jakéhokoliv dGvodu a jeho
uéinnost skonéi uplynutim 3 let po ukonceni této Smlouvy.

VZAJEMNA KOMUNIKACE SMLUVNiCH STRAN

10.1. Vetkera komunikace mezi smluvnimi stranami bude probihat prostfednictvim
opravnénych osob, povéfenych zaméstnanci nebo statutdrnich organi popfipadé ¢lend
statutarnich organl smluvnich stran.

10.2. Kazda ze smluvnich stran jmenuje oprdvnénou osobu. Opravnéné osoby budou
zastupovat smluvni stranu ve smluvnich a obchodnich zéleZitostech souvisejicich s pInénim
této Smlouvy. Neni-li stanoveno jinak, nejsou opravnéné osoby opravnény ke zménam
Smlouvy ani jejimu ukonéeni, ledaze ziskaji specialni plnou moc.

10.3. Kazda smluvni strana je opravnéna zménit ji jmenovanou opravnénou osobu, resp.
jejiho zastupce, je viak povinna na takovou zménu druhou smluvni stranu pisemné
upozornit. Vaci druhé smluvni strané je zména ucinna okamZikem doruceni pisemného
oznameni této smluvni strané.

10.4. Kontaktni osoby:
Opravnénou osobou na strané Poskytovatele jsou:
a) ve vécech smluvnich: Milan Popelka, tel.: +420 725 344 704
b) ve vécech technickych: Jindfich Mican, tel.: +420 608 873 703

Opravnénou osobou na strané Objednatele jsou:




a) ve vécech smluvnich: Ing. Jana Vohralikova tel: +420 224 384 083
b) ve vécech technickych: Ing. Petr Stépén tel: +420 730 842 120

10.5. Kontaktni osoby Objednatele mohou zaddvat své pozadavky skrze ServiceDesk
(webovy portdl) Poskytovatele na adrese support@storageone.cz. Pfijeti kazdého pozadavku
bude potvrzeno zpétnou emailovou zpravou o pfijeti ze strany Poskytovatele.

10.6. Kontaktni osoby Objednatele mohou zadavat své pozadavky alternativné skrze
Calldesk (telefonni sluzba) Poskytovatele na telefonnim cCisle +420910 800 875. Prijeti
kazdého pozadavku bude operatorem zaznamenano do ServiceDesk systému zpétné.

10.7. Vsechny dokumenty majici vztah k plnéni této Smlouvy musi byt vyhotoveny pisemné
a podepsany opravnénymi osobami obou smluvnich stran.

11. PLATNOST A UCINNOST SMLOUVY

141, Tato Smlouva nabyva platnosti dnem jejiho podpisu osobami opravnénymi jednat
jménem ¢i za smluvni strany a G¢innosti dnem uveiejnéni v registru smluv ve smyslu zéakona
¢. 340/2015 Sb. o zvlastnich podminkach ucinnosti nékterych smluv, uverejiovani téchto
smluv a o registru smluv (zdkon o registru smluv) a je uzaviena na dobu 24 kalendarnich
mésict ode dne ucdinnosti smlouvy.

11.2. Tuto Smlouvu Ize ukondit:

e dohodou smluvnich stran, jejiz soucasti je i vyporadani vzajemnych zavazki
a pohledavek,

e odstoupenim od Smlouvy v pfipadech uvedenych v této Smlouvé,

e vypovédi jedné ze smluvnich stran i bez uvedeni divodu. V tomto pfipadé ¢ini vypovédni
doba tfi (3) mésice a pocind bézet prvnim dnem kalendarniho mésice nasledujicim po
mésici, vnémz byla vypovéd doru¢ena druhé smluvni strané a konci uplynutim
posledniho dne vypovédni doby.

11.3. Objednatel je opravnén odstoupit od této Smlouvy v pfipadé, Ze Poskytovatel
opakované poskytuje Sluzby nekvalitné, prestoZe byl Poskytovatel na tuto skutecnost
Objednatelem jiz opakované pisemné upozornén.

11.4. Objednatel je opravnén odstoupit od této Smlouvy bez dalsiho, tj. bez pfedchoziho
upozornéni v téchto pripadech:

e vstoupi-li Poskytovatel do likvidace,

e na majetek Poskytovatele bude prohlasen upadek, Poskytovatel sam podd navrh na
zahajeni insolvencéniho fizeni nebo insolvencni ndvrh bude zamitnut proto, Ze majetek
nepostacuje k thradé nakladt insolvenéniho fizeni,

e pozbude-li Poskytovatel jakékoliv opravnéni vyZzadované prdvnimi predpisy pro
poskytovani SluzZeb.

11.5. Odstoupenim zanikaji ke dni odstoupeni prdva a povinnosti smluvnich stran z této
Smlouvy ohledné casti zavazku nesplnéné k tomuto dni. Odstoupeni od Smlouvy se
nedotykd prav a povinnosti pro splnénou ¢ast zavazku a dale ustanoveni, ktera by vzhledem
ke své povaze trvala i po ukonéeni Smlouvy, zejména ustanoveni o smluvnich pokutdach,
nahradé Skody a ochrané divérnych informaci.

12. RESENi SPORU

12.1. Veskera vzdjemna prava a povinnosti Poskytovatele a Objednatele vyplyvajici z této
Smlouvy se budou fidit pravem Ceské republiky. Veskeré spory, které vzniknou z uzavienych
smluv nebo v souvislosti s nimi a které se nepodafi vyresit prfednostné smirnou cestou,
budou rozhodovdny vécné a mistné pfislusnymi soudy.




13.

ZAVERECNA USTANOVENI

13.1. Tato Smlouva a pravni vztahy vzniklé z této Smlouvy se fidi ceskym pravnim fadem,
zejména obcanskym zakonikem.

13.2; Tuto Smlouvu Ize ménit, dopliiovat nebo rusit pouze pisemné, neni-li v této Smlouvé
uvedeno jinak. V pfipadé zmény & dopInéni dohodou se vyZaduje pisemny dodatek k této
Smlouvé podepsany opravnénymi osobami obou smluvnich stran.

13.3. Préva a povinnosti smluvnich stran z této Smlouvy prechdzeji na jejich pravni
nastupce.

13.4. V pfipadé, Ze se nékteré ustanoveni této Smlouvy stane neplatnym i
nevymahatelnym, zGstavaji ostatni ustanoveni i nadale v platnosti, ledaze pravni predpis
stanovi jinak. Smluvni strany se zavazuji takové neplatné &i nevymahatelné ustanoveni
nahradit jinym, odpovidajicim Gcelu ustanoveni neplatného ¢i nevymahatelného.

13.5. Poskytovatel bezvyhradné souhlasi se zvefejnénim plného znéni smlouvy tak, aby
tato smlouva mohla byt predmétem poskytnuté informace ve smyslu zakona ¢. 106/1999
Sh., o svobodném pfistupu k informacim, ve znéni pozdéjsich predpisti, § 219 zakona ¢.
134/2016 Sh., o zadavéani vefejnych zakdzek, ve znéni pozdéjsich predpisi a zakona C.
¢.340/2015 Sb. o zvlastnich podminkach ucinnosti nékterych smiuv, uverejnovani téchto
smluv a o registru smluv (zakon o registru smluv).

13.6. Poskytovatel se zavazuje spolupisobit jako osoba povinna v souladu se zakonem ¢.
320/2001 Sb., o finanéni kontrole ve vefejné spravé a o zméné nékterych zakon( (zakon o
finanéni kontrole), ve znéni pozdéjsich predpist.

13.7. Tato Smlouva je vyhotovena v &tyfech stejnopisech, z nichz kazda smluvni strana
obdrzi po dvou.

13.8. Nedilnou soué&asti této Smlouvy jsou pfilohy:

Pfiloha 1 — Podrobna technickd specifikace
Pfiloha 2 — Cenova kalkulace
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1 Pozadavek zadavatele
V pfipadé dodavaného feseni poZadujeme potvrzeni kompatibility dodavaného reseni jednak dodavatelem
fedeni, tak i vyrobcem podporovanych technologii. Jedna se hlavné o prostiedi integrace Vmware, XEN,

OpenStack, Oracle RAC, HP 3PAR, IBM Storwize v7000, Novell, MS Exchange 2016 archivace i cloud
sluzeb

1 1 nnhilor \/irti14l

.1 Zpohledu Virtudlni platformy
Dokumentace
http://documentation.commvault.com/commvault/v11/article?p=products/vsa/c_vsa_supported_hyper
visors.htm:

The Virtual Server Agent can be configured to support the following hypervisors:

e Amazon
e Citrix Xen
Docker

e Huawei FusionCompute

Microsoft Azure

* Microsoft Hyper-V

Nutanix Acropolis (AHV)
OpenStack

e Oracle VM

e Red Hat Enterprise Virtualization
* VMware

Podrobnéji per funkcionalita http://documentation.commvault.com/virtualserver/#/search (VSA feature
comparison matrix):




1.2 Zpohledu Oracle RAC
Dokumentace:
http://documentation.commvault.com/commvault/v11/article?p=system_requirements/oracle_rac.htm

The following requirements are for the Oracle RAC iDataAgent

Application/Operating System

Oracle 12c¢ (12.0.1.0 or higher), 11g/10g (R2 or higher) RAC Databases on:

AIX AlIX 7.2 64-bit

AIX 7.1 64-bit

AIX 6.1 TL 02 SPOO 64-bit or higher
BN HP-UX 11iv3 (11.31)

HP-UX 11ivZ (11.23)
Linux Oracle Linux

Oracle Linux 7.x with glibc 2.17.x

Oracle Linux 6.x

Oracle Linux 5.x with glibc 2.5.x

Red Hat Enterprise Linux/CentOS

Red Hat Enterprise Linux/CentOS 7.x with glibc 2.17.x

Red Hat Enterprise Linux/CentOS 6.x with glibc 2.12.x

Red Hat Enterprise Linux/CentOS 6.x with a minimum of glibc 2.12-1.25.x

Red Hat Enterprise Linux/CentOS5 5.x with glibc 2.5.x

SUSE Linux (SLES)

SUSE Linux 12.x with glibc 2.19.x

SuSE Linux 11.x with glibc 2.9.x and later

SUSE Linux 10.x with glibc 2.4.x

solaris Solaris 11.x

Solaris 10 Update 6 or equivalent

Solaris 10 Update 6 or equivalent
Windows Windows 2012

Microsoft Windows Server 2012 R2 Editions

Microsoft Windows Server 2012 Editions

Suppanted on Orade version 11.2.0.4 and higher

Windows 2008




1.3 Z pohledu HP 3Par
Dokumentace:
http://documentation.commvault.com/commvault/v11/article?p=features/snap_backup/prerequisites/r
_snap_hp3par_sysreq.htm

The following requirements must be met before you configure your storage array.

Licenses
Install the following licenses:
Array Snapshot Type License
HP 3PAR Snapshot Virtual Copy
Clone Virtual Copy

Install the Thin Provisioning (4096G) license for the Thin Provisioning option for tloning

Version and Firmware

Ensure that you are using compatible versions and firmware:

Array Version and Firmware

HP 3PAR models 2.3.1 (MU4)
3.1.2(MU3)
3.1.3(MU1)
3.2.1(MU2)
3.2.1(MU3)
322
3.2.2.390(EMU2)
Note:
3.1.2(MU1) and 3.2.2 do not support clone operations.

Not supported with 3.1.1.342, 3.1.1 MU1 + Patch 10, 3.1.1 (MU2) and 3.1.1(MU3)

Protocols
Ensure that at least one of the following protocols is available:

Array Protocol

HP 3PAR Fibre Channel

iSCSI
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1.4 Z pohledu IBM Storwize 7000
dokumentace :
http://documentation.commvault.com/commvault/vi1/article?p=features/snap_backup/prerequisites/r
_snap_ibmsvc_sysreq.htm

The following requirements must be met before you configure your storage array.

Licenses

Install the following licenses:

Snapshot Type License
FlashCopy FlashCopy
Space-efficient FlashCopy FlashCopy

Version and Firmware

Ensure that you are using compatible versions and firmware:

Array Version and Firmware

IBM SVC SVC Storwize V7000 6.1.0.7 until 7.3.0.4; 7.3.0.9, 7.4.0.2, and 7.5.0.2;
73.0.11%,7.4.04%, 7.4.0.7*
Flash System V9000 7.4.1.2, V9000 7.6.0.3, V9000 7.6.1.4, V9000 7.7.0.2, V9000 7.8.0.2

*Supported through Field Certification. Contact your Software Provider or Professional Services to see if the specific FCoE can be supported.

Protocols
Ensure that at least one of the following protocols is available:
Array Protocol
IBM SVC Fibre Channel
iSCSI

1.5 Z pohledu Novell
Dokumentace:
http://documentation.commvault.com/commvault/v11/article?p=system_requirements/oes.htm

The following requirements are for the OES File System iDataAgent:

Operating System Architecture

OES Linux Novell OES2 Linux up to SP3 (SLES 10 SP4) Intel Pentium, x64 or compatible processors
Novell OES11 Linux up to SP2 (SLES 11 SP3) Intel Pentium, x64 or compatible processors
Novell OES Linux up to Support Pack 2 Intel Pentium or compatible minimum required
Novell OES 2015 Linux (SLES 11 SP3) Intel Pentium or compatible minimum required

Cluster - Support

The software can be installed on a Cluster if clustering is supported by the above-mentioned operating systems.

For information on supported cluster types, see Clustering - Support.




1.6 Z pohledu Exchange 2016 (archivace = Mailbox agent)
dokumentace:
http://documentation.commvault.com/commvault/vl1/article?p=system_requirements/exchange_mail
box_agent.htm
The following requirements are for Exchange Mailbox Agent:

Application

Microsoft Office 365 with Exchange Server

Microsoft Exchange 2016 64-bit Server up to the latest service pack
Microsoft Exchange 2013 64-bit Server up to the latest service pack
Microsoft Exchange 2010 64-bit Server up to the latest service pack

Microsoft Exchange 2007 64-bit Server up to the latest service pack
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1.7 pohledu Cloud platformy

dokumentace:

http://documentation.commvault.com/commvault/v11/article?p=Ffeatures/cloud_storage/cloud_storag

e_support.htm

Cloud Storage Product
AliCloud
Amazon Glacier (Direct)

Amazon S3

AT&T Synaptic Storage
Caringo CAStor

DDN WOS® (DataDirect Networks
Web Object Scaler)

Dell DX Object Storage Platform

EMC Atmos

EVault LTS2 (Long Term Storage
Service)

Google

Details
http://intl.aliyun.com/?spm=a3c0i.6010108.66002.1.1WSE0G &
https://aws.amazon.com/glacier/ &

http://aws.amazon.com/s3 @
You can create three types of Amazon storage classes from the CommCell
Console.

e Standard

e Standard - Infrequent Access

® Reduced Redundancy Storage

For other regions and corresponding Service host end points, see
http://docs.aws.amazon.com/general/latest/gr/rande.html#s3_regiog n
Note: Amazon Glacier is also supported through policies configured in
Amazon S3 Life Cycle Rule. For more information, see
http://aws.amazon.com/glacier/ &.

See Also: Differences Between Amazon S3, Amazon Glacier, and Amazon S3
to Amazon Glacier &

https://www.synaptic.att.com/clouduser/services_storage.htm
http://www.caringo.com/ &

http://www.ddn.com/products/object-storage-web-object-scalerwos/ &

http://www.dell.com/us/business/p/powervault-dx6012s/pd &
http://content.dell.com/us/en/enterprise/cloud-computing.aspx &

http://www.emc.com/products/detail/software/atmos.htm &

https://evault.com/ &

https://cloud.google.com/storage/ &
You can create the Google account using one of the following
authentication:

e OAuth 2.0 (Service Account)

e Access and Secret Keys (Interoperability)
You can create Google storage buckets from the Google site. The following
cloud storage buckets are supported:

e Multi-Regional




OpenStack  Object
Deduplication Support

Storage-Supported

Vendors

Cloud Storage enables you to configure and use online storage devices ? cloud storage devices ? as storage targets.
For more information, see Cloud Storage - Overview &

1.7.1 Supported Devices

The following cloud storage devices are supported with the latest Service Pack. If the cloud storage product is not

listed in this list, you must verify the compatibility of your cloud storage product with Commvault. For more
information see, Verifying Cloud Storage Product Compatibility with Commvault g.

HDS: Hitachi Content Platform

HGST Active Archive System HGST
ActiveScale? Systems

Huawei OceanStor 9000 Storage System

Microsoft Azure Storage

Also Azure Cool Blob Storage - Hot and Cool
Access tier

Note: Only Standard storage account supported

OpenStack” Object Storage

Oracle Cloud Storage Archive Service
Oracle Storage Cloud Service
Rackspace Cloud Files

Verizon

VMware vCloud Air Object Storage

e Regional
e Nearline
o Coldline

Note: Refer to https://cloud.google.com/storage/ & for bucket
naming convention.

http://www.hds.com/products/storage-systems/content-
platform/ #http://www.hds.com/solutions/storage-
strategies/cloud/ &

http://www.hgst.com/products/systems &

http://www.huawei.com/en/ &

http://www.microsoft.com/azure/windowsazure.mspx &

http://www.openstack.org/ &
https://cloud.oracle.com/storage &
https://cloud.oracle.com/storage &
http://www.rackspace.com &
https://cloud.verizon.com/ &

http://vcloud.vmware.com/service-offering/object-storage &




1.8 Amazon S3-Supported Vendors
The Amazon S3 interface supports these vendors.
Cloud Storage Product Details
Amplidata http://www.amplidata.com/ &
Aquari Storage http://www.aquaristorage.com/products/ &

Basho Technologies Riak http://basho.com/riak-cloud-storage/ &'
CS
BriteSky Cloud Storage http://www.britesky.ca/cloud-provisioning/offsite-cloud-backup/ &#

CenturyLink http://www.ctlio &

Ceph Object Gateway http://ceph.com/ceph-storage/object-storage/ &

(Rados Gateway)

Cloudian http://www.cloudian.com/ &

Colt Cloud Storage http://www.colt.net/uk/en/products-services/cloud-services/colt-cloudstorage-
service-en.htm &#

EMC ECS http://www.emc.com/storage/ecs/index.htm &

FlexVault: Cloud Object https://www.flexvault.de/ &

Storage

Fujitsu Storage ETERNUS http://www.fujitsu.com/global/products/computing/storage/eternus-cd/ &

CD10000

HDS Sapphire Lake https://www.hds.com/ &

HGST ActiveScale http://www.hgst.com/products/systems/activescale-system i@

Huawei  FusionStorage http://e.huawei.com/en/products/cloud-computing-
Object storage dc/storage/massivestorage/fusionstorage &

Huawei UDS Massive http://www.huawei.com/en/ &
Storage System
IBM Cloud Object Storage https://www.ibm.com/cloud-computing/products/storage/object-storaged? /

NEC Cloud laa$ http://jpn.nec.com/cloud/service/platform_service/iaas.html &
NetApp”  StorageGRID® http://www.netapp.com/us/ &

Webscale

NIFTY  Cloud  Object http://cloud.nifty.com/service/obj_storage.htm &?

Storage

Open Telekom Cloud https://cloud.telekom.de/en/cloud-infrastructure/open-telekom-cloud/ &
Object Storage Service

Peak 10 Object Storage  http://www.peak10.com/products-services/cloud-services/object-storaged /

QingStor https://www.gingcloud.com/ &

Quantum” Lattus’ Object http://www.quantum.com/products/bigdatamanagement/lattus/index.asp&@  x
Storage
Revera Vault http://www.revera.co.nz/solutions/homeland-cloud-iaas/vault-quick-view &




Scality RING http://www.scality.com/ g?

ThinkOn Canada S3 Cloud http://www.thinkon.com &

Storage
The Bunker http://www.thebunker.net &
vCloud” Air’ http://vcloud.vmware.com/ &

1.8.1 EMC Atmos-Supported Vendors
The EMC Atmos interface supports these vendors.

Cloud Storage Details

Product

EMC ECS http://www.emc.com/storage/ecs/index.htm
@

1.8.2 OpenStack Object Storage-Supported Vendors

The OpenStack Object Storage interface supports these vendors.

Cloud Storage Product Details

FUJITSU Storage ETERNUS DA700 http://www.fujitsu.com/jp/products/computing/storage/dataprotection/da700/
i

FUJITSU Storage ETERNUS CD10000 http://www.fujitsu.com/global/products/computing/storage/eternuscd/ &

IBM SoftLayer Object Storage http://www.softlayer.com/object-storage &

Internap AgileFILES http://www.internap.com/cloud/cloud-storage/ &

SwiftStack Object Storage http://swiftstack.com/openstack-swift/ &

Telefonica Cloud Storage https://www.cloud.telefonica.com/en/services/infrastructure-as-aservice-

iaas/cloud-storage/ &

ThinkOn Canada Openstack Cloud http://www.thinkon.com &
Storage




1.8.3 Deduplication Support

Storage
Type Details
Direct Direct Deduplication to Cloud Storage is not supported on the following platforms:
e Amazon Glacier (Direct) (See Differences Between Amazon S3, Amazon Glacier, and Amazon S3 to
Amazon Glacier g#for additional information.)
Caringo CAStor
DDN WOS
Dell DX Object
Micro Micro pruning & is not supported for the following cloud storage products: e
Pruning Amazon Glacier (Direct)
e Caringo CAStor
e DDN WOS
e Dell DX Object
o Oracle Cloud Storage Archive Service
Silo Deduplication to Tape (Silo Storage) & is supported in the Deduplication Using Cloud Gateway &

configuration.
Silo Storage is not supported in the Direct Deduplication to Cloud Storage configuration.
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About Commvault

» A Platform for GDPR Compliance

Managing Key GDPR Articles and Principles

The European Union’s General Data Protection
Regulation (GDPR) is designed to pass the
balance of power back to the individual in how
their personal data is processed. Effective in
May 2018, GDPR has far reaching implications
to any organizations (globally) who manage
the personal information of EU citizens. It
specifies roles, processes and technology
commitments that have to be in place to avoid
stiff penalties.

The Commvault data platform adds significant
value in meeting specific articles and principles
of GDPR, namely (but not limited to):

« Right to be forgotten (RTBF, Article 17)

« Data protection by design and by default
(Article 25)

« State-of-the-art (SOTA, Articles 25 & 32)

« Ensure ongoing confidentiality, integrity,
availability and resilience (Article 32)

« 72-hour data breach notification (Articles 33
& 34)

» Data minimization principle (Article 25)

« Defining use cases and managing consent
(Article 6)

Gartner

« Data transfers (Articles 44-50)
- Data portability (Article 20)

These requirements must be addressed within
environments of significant complexity: many
information sources and silos, distributed
processes, lots of people and the nature of

the personal information itself. Technology
solutions have accepted advantages that
enable consistency of processing, speed,
scalability and ultimately, the cost to remain
compliant. The latter is critical due to
stipulations that organizations not seek
compensation for information access requests.

GDPR - Forcing a Re-think of Data
Management

Traditional approaches to data protection, data
lifecycle management, retention and even

its location are all brought into question by
GDPR. Backup system consolidation becomes
an imperative, and a platform approach
provides a significant advantage. Not just for
backup, but to end-to-end data and information
management. Using a single, seamless
technology where backup & recovery, archive
and compliance systems share the same
security model, infrastructure, management
and stores has huge benefits in dealing with
GDPR issues. This is before you even get to
the ability to index content, and define polices
based on that content.




Commvault software can index content from

the data that it touches, uniquely providing a
single point for organizations to locate Personally
Identifiable Information (PII) in unstructured

data, whether in backups, archives, or on primary
storage. This includes laptops and data held in
public clouds, and is extended further by the
inclusion of several prominent Saa$S applications.
This gives companies unprecedented visibility of
information (inctuding PiY), regardless of where the
data is located, what kind of data or format it is.
Because data management policies can be driven
by the content itself, Commvault enables new
ways to leverage that information and assist with
regulations like GDPR.

The platform approach also helps to streamline
many of the security implications of GDPR, such
as leveraging your organization’s identity and
access management systems, so that role-based
security and audit can be managed and monitored.
Commvault strengthens security with built-in
encryption and key management. GPS location
for endpoints and remote-wipe are also critical for
organizations that have remote workers that use
PIl data outside the workplace; content indexing
functions for endpoints is also invaluable for
breach analysis in this area.

As GDPR compliance has to be demonstrable,
integration with 3rd party ITSM service
management systems and comprehensive end-
to-end reporting are also Commvault platform
benefits over manual processes and reporting
pulled together from many point products.

GDPR and Cloud Projects Accelerated

Backup, recovery, archive and compliance don't
generally feature in ‘above the line” business
discussions related to agility, competitiveness,
productivity or even digital transformation.

Connect with Commvault

f ¥ ]infé

Website: www.commvault.com

Contact us: https://www.commvault.com
contact-us/email

The unique approach taken by Commvault is
much more than about just keeping the business
available; it simplifies and accelerates cloud
adoption, boosts employee productivity and can
provide valuable business insights, based on the
new currency of the modern world, data.

This means the cost of compliance with GDPR can
be offset with increased efficiency in many areas,
plus tangible business benefits.

Why Acting Now is Critical

Many organizations will be already carrying out or
thinking about a risk/DPIA assessment across the
organization, and Commvault recommends that
1&0 teams conduct their own reviews in parallel
with any activity by CDOs, Data Protection Officers
or Compliance teams.

While replacing multiple point products that
perform many different data related functions can
sound daunting, the way the Commvault platform
is designed means you can build it in chunks,
allowing you to address the most pressing areas as
needed. Each piece added afterwards folds neatly
into the platform, giving you the management,
efficiency, compliance and infrastructure benefits
just as if you'd designed and implemented it in
one go. Commvault’s services teams also offer
Transformational Workshop activities designed to
help you fully understand your current position
and plan for future projects around compliance and
modernization components such as cloud adoption.

Existing Commvault customers with backup/
DR/archive software already in use have a huge
advantage, and can bolt-on Compliance and
Search technologies that plug right in to the
existing platform.

For more information about how Commvault can
support you, check out the following articles:

« GDPR: Centralize Data Governance Across On-
premises and the Cloud

« Commvault: Centralize Unstructured Data
Governance Across On-Premises and Cloud

» eDiscovery Rapid Response

Source: Commvault




Research from Gartner

» New GDPR Mandates Require Changes to Storage
Management Strategies for All Global Enterprises

When the EU GDPR comes into effect, a single
complaint could result in an audit and a fine

for improperly handling personal data unless 1T
leaders have adjusted their data management and
packup strategies to be ready. Start modifying
plans, policies, processes and technologies today.

Key Challenges

= The European Union General Data Protection
Regulation (EU GDPR) applies beyond the
sovereign borders of member countries, and
protects the personal data of citizens regardless
of location.

» Many organizations use a long retention policy
for all backups, even though they may also
have an archiving product in place.

» Backup provides no mechanism for tactical
deletion or expunging select data, so IT leaders
must assess what data from EU member country
citizens is stored, and be able to verify that the
data is properly handled.

» As a clear message of compliance “or else,”
the guidelines for penalties have been set high
enough that just planning on paying the fine is
a poor strategy.

Recommendations

» Develop an action plan to respond to the
EU GDPR with the legal and compliance
department in addition to data custodians.

» Leverage the time from now until the May
2018 deadline to complete a risk assessment,
identify data storage locations and put
procedures in place.

» Implement technologies and processes such
as file analysis and archiving to make sure it is
possible to comply with requests from natural
persons protected under the GDPR and EU
supervisory bodies.

»  Where possible, reduce backup retention to
only what is required for operational recovery.

Introduction

When the EU GDPR comes into efiect in May
2018, (&0 (eaders must be prepared for unwieldy
requests from ordinary people seeking disclosure
of stored personal data, including requests for
deletion. Now is the time to examine the impact
on storage management and backup strategies.
Surely this risk is only for companies operating
inside the EU. However, this assumption is not
altogether true. The new European Union General
Data Protection Regulation 2016/679 (which
supplants Directive 95/46/EC) provides natural
persons, regardless of nationality, with the right to
request what data is being stored about them and
to withdraw consent to its use, thus ordering its
destruction. According to Article 12, this request
must be free of charge, easy to make, and must
be fulfilled without “undue delay and at the latest
within one month.” The closest analog for this is
free (but not unlimited) legal discovery requests
for the masses, which paints a rather discomforting
operational efficiency image for any infrastructure
and operations (1&0) leader.

Very few, if any, organizations have this capability
in place inside of the EU, or anywhere, and that

is why the European Union is giving entities that
handle personal data until May 2018 to design and
implement a process to support this regulation.
While assuring that organizational compliance

is not an I1&0 leader’s responsibility, if nothing

is done, then fulfilling requests from backup and
other storage locations has the potential to be
overly burdensome. 1&0 leaders can justifiably
request that action is taken by compliance, legal,
and other stakeholders.




Analysis

Conduct a Cross-Departmental Assessment
of the Personal Data in Custody

The best way to avoid misusing data protected

under the GDPR is not to keep personal data for
any purpose other than for what it was collected,
and no longer than it is needed for that purpose.

Mentioning to the CEQ that failure to comply
with the EU GDPR might cause the company to
be subject to a fine up to €20 million or 47 of
total yearly worldwide turnover (whichever is
higher) and/or regular audits will certainty get his
or her attention. It should make it clear that an
assessment needs to be done. Data classification
exercises, and the internal conversation that
surrounds it, have traditionally been met with
outright resistance along with “just buy more
storage” as the solution. File analysis technologies
have improved enough to deliver on promises,
making the real possibility of receiving valuable
data insight a popular IT topic. However,
identifying where personal data that might be
subject to the regulation is located, and setting
policies around it is not purely tool-based or

the work of a single department, so executive
sponsorship will most likely be needed.

1&0 leaders together with other stakeholders
must determine which storage locations contain
personal data from EU countries, especially if it is
being transferred from and stored outside the EU
for any reason. Organizations that either operate
wholly within the EU, or have an entity registered
there, clearly have more urgency to come up with
a suitable plan by May 2018. Companies that have
no registered presence within the EU or any plans
to do any business there (including through partners
or delivering goods and services) may opt to delay
response to the regulation, but with the knowledge
that this excludes them from a market with the
second largest GDP in the world behind the U.S.

Identify Personal Data

Personal data could include profiles for marketing
purposes, email addresses, phone numbers, or a
host of other data that might have been purchased,
transferred from another company, or gathered
directly during a business transaction or use of

a service. Whatever the case, if explicit consent

to the collector was not given, or if the person

was not informed that the collection was taking

place, then current market observers will find

that this is in violation of the regulation. Gartner
clients point out that based on their interpretation,
existing legal retention and financial disclosure
requirements are not changing (such as when
collecting personal data when opening a bank
account to prevent money laundering).

Verify Whether Proper Consent Was Obtained

Consent is not a hidden, obscure opt-out, or a
surreptitious amassing of data without informina
the person. Consent is a clearly worded and easy-
to-understand opt-in — and consent has 1o be
given for a specific purpose, it can’t be a cateh-
all for all current and future processing ideas. In
Europe, this is normal, and provisions for an opt-in
are in the GDPR, but to the rest of the world, this
might be completely alien. That leaves a large
legal exposure for most companies that operate
oblivious of or with disregard to this requirement.

Examine Backup Retention

If the organization has the data, then it has almost
certainly found its way into backup copies of the
data. At this point, the real focus and question
becomes, “What is the retention policy?” If the
organization uses long retention of backup data
as a way to preserve records, then the potential
exposure is high. While Gartner recommends that
backup retention is set to only what is required
for operational recovery, but if it results in an
organizational deadlock, then modification of
backup retention need not be completely changed
across the board. Retention should be reduced

for systems that contain personal data, and if
archiving is not already in place for maintaining
these records for governance purposes, then it
should be implemented.

If reduced retention and/or implementing an
archiving solution is not possible, then the
organization must accept that complying with a
single deletion request might result in loss of the
organization’s impromptu archive.

Get Ready to Fulfill Disclosure Requests

Natural persons from EU member countries

have the right to request full disclosure of all

data held by an organization. Based on Page 1,
Paragraph 2 of the GDPR, “natural persons” are
not exclusively EU citizens, and this appears to
extend to natural persons of any nationality. While



clearly not yet tested in court or explicitly called
out in the GDPR, the implication is that companies
with legal entities in the EU may also have to
respond to requests for personal data from natural
persons from non-EU countries as well. Repetitive,
excessive or unfounded claims may be ignored or
accompanied by a reasonable fee.

Prepare to Comply With Withdrawn
Consent and the “Right to Be Forgotten”

According to the GDPR, consent is not permanently
binding, and there must be a possibility to withdraw
it. The owner of the data is not the company that
coltected it; rather, it is the person from whom it
was collected, and that person may specify how
data may or may not be used. For an operational
system, this is its own problem, depending on the
system itself. However, if the personal data resides
in the backup system, then all corresponding
backup copies would have to be destroyed in order
to comply. Offsite backup tapes would have to be
recalled and erased. This naturally then leaves the
organization without those backups, which is very
likely to include other data as well.

Some Gartner clients are wondering if it would

be just better to disclose and delete data from
production systems, ignore backup, and let the data
retention run its course naturally. So long as no
audit is ordered, this might work, but it may appear
like intentional nondisclosure if an audit were
ordered and data was found. If the source of the
claim is an internal whistleblower or a disgruntled
ex-employee, this scenario becomes more likely.
Ultimately, this is a decision that must be weighed
based on the organization’s tolerance for risk.

Understand the Penalties and Risk

Use EU GDPR Articles 58, 82 and 83 (see Note 1)
as starting points when developing your action
plan. By starting with these articles, it is possible
to get a good overview of the requirements, since
they refer to the other articles within the GDPR
that they enforce. The GDPR administrative fines
(Article 83) do take into account aggravating

and mitigating factors, such as how intentionally
data was collected, how much of it there is, how
securely it was processed and stored, and how
surreptitiously it was gathered. These factors can
mean the difference between a stiff fine and a
reprimand. Maintaining customer records is in
and of itself a normal course of business, and
remains mostly unaffected if retention is for legal
compliance reasons, or is the subject of a criminal
investigation. Automated policies, including for
retention and deletion/expiration, are very good,
but the ability to override them when necessary
is critical. This is why automating user-initiated
deletion capabilities should be examined with care.

Based on historical interactions with global
companies (such as Facebook and Google), it
appears very likely that a warning from a court in
an EU member country to come into compliance
will be the first course of action, though this is

by no means a guarantee that this will be the

case after May 2018. Several Gartner clients have
expressed concerns about where the minimum

bar is set. They feel that ignoring the basic
requirements, such as opt-in, the right for a person
to know what data a company has about them, the
right to control and prevent unauthorized transfers,
the right to be forgotten, and being opaque and
difficult about everything just mentioned could
raise the ire of a court enough to result in the
issuance of a fine.




Evidence

Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016
on the protection of natural persons with regard
to the processing of personal data and on the free
movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation).

Note 1. EU GDPR Articles
EU GDPR Article 58

This article grants data protection audit and
investioation powers to supervisory bodies.

Not only do audits distract staff and consume
resources, they can quickly turn a response of
“our organization complied with the request” into
what could appear to be an intentional cover up
if a subsequent audit does discover something.
“Intentional” and “negligence” are two words that
the regulation references in Article 83(2b), and
awkward discovery during an audit appears to run
afoul of 83(2h).

EU GDPR Article 82

On top of fines for the data controller, any person
has the right to compensation for damages
suffered as a result of exposure or loss. This is
especially pertinent in the event of data theft
through a cyberattack or even accidental exposure.
Keep in mind, the data controller is still liable in
the event an external processor of the data exposes
or loses control of data.

EU GDPR Article 83

Depending on the Severity of the violauon, and
which articles have been violated, fines may be
assessed:

» Up to €10 million or 2% of worldwide annual
turnover, whichever is higher (see Paragraph 4).

« Up to €20 million or 4% of worldwide annual
turnover, whichever is higher (see Paragraphs
5and 6).

Source: Gartner Research Note G00313889, Robert Rhame
26 August 2016




» About Commvault

Commvault is a leading provider of data
protection and information management
solutions, helping companies worldwide activate
and drive more value and business insight out of
their data. With solutions and services delivered
directly and through a worldwide network of
partners and service providers, Commvault
solutions comprise one of the industry’s leading
portfolios in data protection and recovery, cloud,
virtualization, archive, file sync and share.

Commvault has earned accolades from
customers and third party influencers for its
technology vision, innovation, and execution as
an independent and trusted expert.

Without the distraction of a hardware business
or other business agenda, the Commvault sole
focus on data management has led to adoption
by companies of all sizes, in all industries, and
for solutions deployed on-premises, across
mobile platforms, to and from the cloud, and
provided as-a-service.

Commvault employs more than 2,700 highly
skilled individuals across markets worldwide,

is publicly traded on NASDAQ (CVLT), and is
headquartered in Tinton Falls, New Jersey in the
United States. To learn more about Commvault
—and how it can help make your data work for
you — visit www.commvault.com.
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Cenova kalkulace

1.1 Pravidelné mésicni platby za sluzbu

Cena
mésicné Cenaza
Kontinualni sluzby - mésicni platba Pocet | Jednotka za mésic
jednotku celkem
v K¢
Kontinualni sluzby - mésicni platba

Backup as a Service
Kapacitni zalohovani Standard 30 TB 550 K¢ 16 500 K¢
Kapacitni zalohovani Aplikace/Databaze 18 TB 1500 Ké | 27000 K¢
zalohovdni koncovych zarizeni 100 klient 50 K¢ 5000 K¢
Zalohgvaci storage server 20 B 250 K¢ 5 000 K¢

Celkem Backup as a Service 53 500 KC

Archive as a Service
Archivace mailboxli Exchange 2016 50 ks 20 K¢ 975 KC
Storage kapacita v DataCentru 100 TB 120 K¢ 12 000 K¢

Celkem Archive as a Service 12 975 K¢

Pravidelné ¢innosti technické podpory
Pravidelna denni kontrola zdlohovaciho prostredi 16 Hod 1450 KE | 23200 K¢
Automatické aktualizace patchii a servis pack 4 Hod 1 450 K¢ 5800 K¢
Konfigurace novych pozadavki zéloh a pristupl 8 Hod 1450 K¢ | 11 600 K&
Provadéni kratkych testovacich obnov 2 Hod 1450 K¢ 2 900 K¢
Pozadovanad redlna obnova administratora 4 Hod 1 450 K¢ 5 800 K¢
Pravidelny mési¢ni report + analyza dat v zaloze 2 Hod 1 450 K¢ 2 900 K¢
Kontrola snapshot a replikaci dat diskovych poli 4 Hod 1 450 K¢ 5 800 K¢
Testovani Disaster Recovery a Instant Recovery 8 Hod 1450 K¢ | 11 600 K¢
Podpora zalohovani koncovych zafizeni 8 Hod 1450 K¢ | 11600 KE
Konzultace 8 Hod 1450 K¢ | 11600 K¢

Ce'Ik’ern Pravidelné €innosti (pocet hodin je hodnotici 64 Ko 92 800 K&

kritérium)

Celkem Kontinualni sluzby za mésic : 159 275 K¢

* Veskeré ceny uvadéjte bez DPH

1.2 Jednorazova &innost (neni zahrnuta v cené mésicni platby)

Jednorazové sluzby - implementace Poget | Jednotka | Cena/hod| Celkem
Implementace celého prostiedi zalohovani HW+SW 24 Hod 0 K¢ 0 K¢
Konfigurace a nastaveni zdlohovaciho prostredi 16 Hod 0 K¢ 0 K¢
Proskoleni administratort zalohovaciho prostredi 24 Hod 0 K¢ 0 K¢
Migrace z Commvault do nabizeného SW 0 Hod 0 Ke 0 K¢

Celkem 0 Kc

Hodnotici kritéria

Nabidkova cena v K¢ bez DPH 3 822 600 Kc

Pocet hodin pro zajisténi pravidelnych Cinnosti technické podpory 64,0




